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Share copy and redistribute the material in any medium or format for any purpose, even commercially. Adapt remix, transform, and build upon the material for any purpose, even commercially. The licensor cannot revoke these freedoms as long as you follow the license terms. Attribution You must give appropriate credit , provide a link to the license,
and indicate if changes were made . You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your use. ShareAlike If you remix, transform, or build upon the material, you must distribute your contributions under the same license as the original. No additional restrictions You may not apply legal terms or
technological measures that legally restrict others from doing anything the license permits. You do not have to comply with the license for elements of the material in the public domain or where your use is permitted by an applicable exception or limitation . No warranties are given. The license may not give you all of the permissions necessary for
your intended use. For example, other rights such as publicity, privacy, or moral rights may limit how you use the material. Application for storing and managing passwordsThis article needs additional citations for verification. Please help improve this article by adding citations to reliable sources. Unsourced material may be challenged and
removed.Find sources:"Password manager'"news newspapers books scholar JSTOR (June 2013) (Learn how and when to remove this message)Bitwarden is an example of a password manager.A password manager is a software program to prevent password fatigue by automatically generating, autofilling and storing passwords.[1][2] It can do this for
local applications or web applications such as online shops or social media.[3] Web browsers tend to have a built-in password manager. Password managers typically require a user to create and remember a single password to unlock to access the stored passwords. Password managers can integrate multi-factor authentication.The first password
manager software designed to securely store passwords was Password Safe created by Bruce Schneier, which was released as a free utility on September 5, 1997.[4] Designed for Microsoft Windows 95, Password Safe used Schneier's Blowfish algorithm to encrypt passwords and other sensitive data. Although Password Safe was released as a free
utility, due to export restrictions on cryptography from the United States, only U.S. and Canadian citizens and permanent residents were initially allowed to download it.[4] As of October2024[update], the built-in Google Password Manager in Google Chrome became the most used password manager.[5]These are built directly into web browsers like
Chrome, Safari, Firefox, and Edge. They offer convenient access for basic password management on the device where the browser is used. However, some may lack features like secure syncing across devices or strong encryption.These are standalone applications installed on a user's device. They offer strong security as passwords are stored locally,
but access may be limited to that specific device. Popular open-source options include KeepassXC, KeePass and Password Safe.These store passwords in encrypted form on remote servers, allowing access from supported internet-connected devices. They typically offer features like automatic syncing, secure sharing, and strong encryption. Examples
include 1Password, Bitwarden, and Dashlane.Designed for businesses, these cater to managing access credentials within an organization. They integrate with existing directory services and access control systems, often offering advanced features like role-based permissions and privileged access management.These physical devices, often USB keys,
provide an extra layer of security for password management. Some function as secure tokens for account/database access, such as Yubikey and OnlyKey, while others also offer offline storage for passwords, such as OnlyKey.Some applications store passwords as an unencrypted file, leaving the passwords easily accessible to malware or people
attempted to steal personal information.Some password managers require a user-selected master password or passphrase to form the key used to encrypt passwords stored for the application to read. The security of this approach depends on the strength of the chosen password (which may be guessed through malware), and also that the passphrase
itself is never stored locally where a malicious program or individual could read it. A compromised master password may render all of the protected passwords vulnerable, meaning that a single point of entry can compromise the confidentiality of sensitive information. This is known as a single point of failure.While password managers offer robust
security for credentials, their effectiveness hinges on the user's device security. If a device is compromised by malware like Raccoon, which excels at stealing data, the password manager's protections can be nullified. Malware like keyloggers can steal the master password used to access the password manager, granting full access to all stored
credentials. Clipboard sniffers can capture sensitive information copied from the manager, and some malware might even steal the encrypted password vault file itself. In essence, a compromised device with password-stealing malware can bypass the security measures of the password manager, leaving the stored credentials vulnerable.[6]As with
password authentication techniques, key logging or acoustic cryptanalysis may be used to guess or copy the "master password". Some password managers attempt to use virtual keyboards to reduce this risk - though this is still vulnerable to key loggers. [7] that take the keystrokes and send what key was pressed to the person/people trying to access
confidential information.Cloud-based password managers offer a centralized location for storing login credentials. However, this approach raises security concerns. One potential vulnerability is a data breach at the password manager itself. If such an event were to occur, attackers could potentially gain access to a large number of user credentials. A
2022 security incident involving LastPass exemplifies this risk.[6]Some password managers may include a password generator. Generated passwords may be guessable if the password manager uses a weak method of randomly generating a "seed" for all passwords generated by this program. There are documented cases, like the one with Kaspersky
Password Manager in 2021, where a flaw in the password generation method resulted in predictable passwords.[8][9]A 2014 paper by researchers at Carnegie Mellon University found that while browsers refuse to autofill passwords if the login page protocol differs from when the password was saved (HTTP vs. HTTPS), some password managers
insecurely filled passwords for the unencrypted (HTTP) version of saved passwords for encrypted (HTTPS) sites. Additionally, most managers lacked protection against iframe and redirection-based attacks, potentially exposing additional passwords when password synchronization was used across multiple devices.[10]This article needs to be updated.
Please help update this article to reflect recent events or newly available information. (June 2022)Various high-profile websites have attempted to block password managers, often backing down when publicly challenged.[11][12][13] Reasons cited have included protecting against automated attacks, protecting against phishing, blocking malware, or
simply denying compatibility. The Trusteer client security software from IBM features explicit options to block password managers.[14][15]Such blocking has been criticized by information security professionals as making users less secure.[13][15] The typical blocking implementation involves setting autocomplete='off' on the relevant password web
form. This option is now consequently ignored on encrypted sites,[10] such as Firefox 38,[16] Chrome 34,[17] and Safari from about 7.0.2.[18]In recent years, some websites have made it harder for users to rely on password managers by disabling features like password autofill or blocking the ability to paste into password fields. Companies like T-
Mobile, Barclaycard, and Western Union have implemented these restrictions, often citing security concerns such as malware prevention, phishing protection, or reducing automated attacks. However, cybersecurity experts have criticized these measures, arguing they can backfire by encouraging users to reuse weak passwords or rely on memory
aloneultimately making accounts more vulnerable. Some organizations, such as British Gas, have reversed these restrictions after public feedback, but the practice still persists on many websites.[19]List of password managersSecurity tokenSmart cardCryptography”™ Waschke, Marvin (2017). Personal cybersecurity: how to avoid and recover from
cybercrime. Bellingham, Washington: Apress. p.198. doi:10.1007/978-1-4842-2430-4. ISBN978-1-4842-2430-4. OCLC968706017.” "Password Managers - Information Security Office - Computing Services". Carnegie Mellon University. Retrieved 2024-07-07.”~ "What is a Password Manager? - Definition from Techopedia". Techopedia.com. Retrieved
2022-12-14.”~ a b "Counterpane Systems Brings the Security of Blowfish to a Password Database". Counterpane Systems. Archived from the original on 1998-01-19. Retrieved June 24, 2023.” "U.S.: top password managers 2023 | Statista". Statista. Archived from the original on 2024-07-18. Retrieved 2025-02-23.” a b Valiaugait, Inga (2022-07-13).
"Are Password Managers Safe to Use in 2024?". Cybernews. Archived from the original on 2024-03-24. Retrieved 2024-03-31.” Nadkarni, Tanusha S.; Mohandas, Radhesh; Pais, Alwyn R. (2011). "A Novel Technique for Defeating Virtual Keyboards - Exploiting Insecure Features of Modern Browsers". Advances in Computing and Communications. 191.
Springer: 680689. doi:10.1007/978-3-642-22714-1 71. Retrieved April 11, 2025.” Claburn, Thomas (2021-07-06). "Kaspersky Password Manager's random password generator was about as random as your wall clock". The Register. Archived from the original on 2024-03-07. Retrieved 2024-03-31.” Arghire, Ionut (2021-07-07). "Kaspersky Password
Manager Generated Passwords That Could Quickly Be Brute-Forced". SecurityWeek. Archived from the original on 2023-06-02. Retrieved 2024-03-31.” a b "Password Managers: Attacks and Defenses" (PDF). Retrieved 26 July 2015.”™ Wright, Mic (16 July 2015). "British Gas deliberately breaks password managers and security experts are appalled".
TNW. Retrieved 7 July 2024.”™ Reeve, Tom (15 July 2015). "British Gas bows to criticism over blocking password managers". Retrieved 26 July 2015.” a b Cox, Joseph (26 July 2015). "Websites, Please Stop Blocking Password Managers. It's 2015". Retrieved 26 July 2015.” "Password Manager". Retrieved 26 July 2015.” a b Hunt, Troy (15 May 2014).
"The "Cobra Effect" that is disabling paste on password fields". Retrieved 26 July 2015.” "Firefox on windows 8.1 is autofilling a password field when autocomplete is off". Retrieved 26 July 2015.” Sharwood, Simon (9 April 2014). "Chrome makes new password grab in version 34". Retrieved 26 July 2015.” "Re: 7.0.2: Autocomplete="off" still busted".
Retrieved 26 July 2015.” Zetter, Kim (July 8, 2015). "Websites, Please Stop Blocking Password Managers". Wired. Retrieved April 11, 2025.Retrieved from " 2Password management softwarelPasswordInitial unlock dialog requiring user's master passwordDeveloper(s)AgileBits Inc.Initial releaseJunel18,2006(2006-06-18)[1]Stable release(s)
[IWindows8.10.74 / April29, 2025; 21 days ago(2025-04-29)[2]mac0S8.10.74 / April29, 2025; 21 days ago(2025-04-29)[3]Linux8.10.74 / April29, 2025; 21 days ago(2025-04-29)[4]Android8.10.74 / April29, 2025; 21 days ago(2025-04-29)[5]i0S8.10.74 / April29, 2025; 21 days ago(2025-04-29)[6]Browser extension8.10.74 / April29, 2025; 21 days
ago(2025-04-29)[7]Web app8.10.6 / July31, 2024; 9 months ago(2024-07-31)[8]CLI2.30.3 / November7, 2024; 6 months ago(2024-11-07)[9]SCIM Bridge2.9.11 / April25, 2025; 25 days ago(2025-04-25)[10]Preview release(s) [[Windows8.10.74-19 / April16, 2025; 34 days ago(2025-04-16)[11]Jmac0S8.10.74-19 / Aprill6, 2025; 34 days ago(2025-04-16)
[12]Linux8.10.74-19 / Aprill6, 2025; 34 days ago(2025-04-16)[13]Android8.10.74-19 / Aprill6, 2025; 34 days ago(2025-04-16)[14]i0S8.10.74-19 / Aprill6, 2025; 34 days ago(2025-04-16)[15]Browser extension8.10.74-19 / Aprill6, 2025; 34 days ago(2025-04-16)[16]CLI2.31.0-beta.01 / April24, 2025; 26 days ago(2025-04-24)[17]PlatformAndroid,
ChromeOS,[18] iOS, Linux, macOS, Windows, WatchOS, and web browsers Chrome, Safari, Edge, Firefox and Brave[19]TypePassword managerLicenseSoftware as a serviceWebsitelpassword.comAs ofOctober 20211Password is a password manager developed by the Canadian software company AgileBits Inc. It supports multiple platforms such as
iOS, Android, Windows, Linux, and macOS.[20] It provides a place for users to store various passwords, software licenses, and other sensitive information in a virtual vault that is locked with a PBKDF2-guarded master password.[21][22] By default, the users encrypted vault is hosted on AgileBits servers for a monthly fee.[23]1Password can be
configured through 1Password.com, a paid subscription-based server sync service maintained by the developers. Local Wi-Fi and iCloud sync were only available on iOS and macOS in previous versions.[24][25][26]In 2017, the Travel Mode feature was introduced for subscribers of 1Password.com, which enables the omission of password entries not
tagged as safe for travel from the local storage on a particular device, reducing the impact of being obliged by officials to unlock access at the country border crossings.[27]1Password integrates with desktop web browsers including Safari, Chrome, Firefox, Edge, and Opera.[28] The extension can remember logins for websites, fill in website logins
automatically, and generate random passwords for new websites.[29]To use browser extensions, the user must have administrative rights on the computer where the browser is installed. This has been a problem with users on a PC assigned by a workplace without admin rights. To address this problem, 1Password offers plans for a monthly
subscription fee aimed at businesses that allow web access to their usernames and passwords which can be copied and pasted into login screens.[30] Plans for family and individual use are also available.[31]1Password also offers a standalone extension called 1Password X, available for Firefox, Chrome, and Opera.[32] 1Password X is designed to
work without a companion desktop app, but a 1Password.com subscription is required.[33]On the mobile side, 1Password offers integration with browsers and apps on iOS and Android devices using various methods. More convenient methods of filling and saving login information are provided in iOS 12[34] and Android Oreo (and later),[35]
respectively.In a 2017 Consumer Reports article, Dan Guido, the CEO of Trail of Bits, listed 1Password as a popular password manager (alongside Dashlane, KeePass, and LastPass), with the choice among them mostly up to personal preferences.[23]Unlike previous versions, 1Password 7 became a subscription service, though perpetual licenses were
still available from within the app ($64.99 in 2018[36]).[23][37] The option to store password vaults locally was removed in 1Password 8, which drew criticism.[38]On November 14, 2019, 1Password announced a partnership with venture capital firm Accel, which invested $200 million in a Series A funding round and obtained a minority stake in the
company.[39] It was the first outside funding in 1Password's history, and the largest single investment Accel had made to date.[40]In 2021, 1Password acquired SecretHub, a Dutch cybersecurity company.[41] It also raised $100 million in financing with a valuation of $2 billion.[42]In January 2022, 1Password raised a $620 million Series C round, the
biggest funding round in Canadian history, led by Iconig Growth, increasing the company's valuation to $6.8 billion. Notable individual investors that took part in this round were Ryan Reynolds, Robert Downey Jr., and Justin Timberlake.[43]In March 2022, Ryan Reynolds starred in a 1Password commercial from his creative agency, Maximum Effort,
which features the Welsh soccer club that Reynolds co-owns, Wrexham A.F.C.[44][45]In November 2022, 1Password announced its acquisition of Texas-based Passkey tool provider Passage for an undisclosed sum.[46]In September 2023, 1Password surpasses $250 million in annual recurring revenue where more than two-thirds of its revenue is
generated from more than 100,000 business customers.[47]An advertisement for 1Password released in January 2024 features actor and filmmaker Tommy Wiseau.[48]In February 2025, 1Password signed a partnership deal with Red Bull Racing as the team's cybersecurity partner.[49]Password managerCryptographyList of password managers”™
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our favorite password management apps for PC, Mac, Android, iPhone, and web browsers.Illustration: Yaroslav Myronov/Getty ImagesAll products featured on WIRED are independently selected by our editors. However, we may receive compensation from retailers and/or from purchases of products through these links.Password managers are the
vegetables of the internet. We know theyre good for us, but most of us are happier snacking on the password equivalent of junk food. For nearly a decade, thats been 123456 and passwordthe two most commonly used passwords on the web. The problem is, most of us dont know what makes a good password and arent able to remember hundreds of
them anyway.The safest (if craziest) way to store your passwords is to memorize them all. (Make sure they are long, strong, and secure!) Just kidding. That might work for Memory Grand Master Ed Cooke, but most of us are not capable of such fantastic feats. We need to offload that work to password managers, which offer secure vaults that can
stand in for our memory. The best password manager offers convenience and, more importantly, helps you create better passwords, which makes your online existence less vulnerable to password-based attacks.Read our guide to VPN providers for more ideas on how you can upgrade your security, as well as our guide to backing up your data to make
sure you dont lose anything if the unexpected happens.Updated March 2025: We've updated our review of Dashlane based on recent testing, added NordPass back, and have more details on the status of passkey support.Power up with unlimited access to WIRED. Get best-in-class reporting that's too important to ignore for just $2.50 $1 per month for
1 year. Includes unlimited digital access and exclusive subscriber-only content. Subscribe Today.Why Not Use Your Browser?AccordionltemContainerButtonMost web browsers offer at least a rudimentary password manager. (This is where your passwords are stored when Google Chrome or Mozilla Firefox ask if youd like to save a password.) This is
better than reusing the same password everywhere, but browser-based password managers are limited. In recent years, Google has improved the password manager built into Chrome, and it's better than the rest, but it's still not as full-featured or widely supported as a dedicated password manager like those below.WIRED readers have also asked
about Apples password manager, which syncs through iCloud and has some nice integrations with the Safari web browser. Theres nothing wrong with Apples system. It doesnt have some of the nice extras you get with dedicated services, but it handles securing your passwords and syncing them between Apple devices. The main problem is that if you
have any non-Apple devices, you wont be able to sync your passwords to them. All in on Apple? Then this is a viable, free, built-in option worth considering.AccordionltemContainerButtonA concerted effort to get rid of passwords began roughly two days after the password was invented. Passwords are a painyoull get no argument herebut we dont see
them going away in the foreseeable future. The latest effort to eliminate the password comes from the FIDO Alliance, an industry group aimed at standardizing authentication methods online. Does this sound a little bit like the infamous xkcd 9277 Yes, yes it does. But thanks to the monopolistic nature of devices, it might work this time.Apple supports
the FIDO specs and coined the term passkeys, which has caught on. Passkeys are generated cryptographic keys managed by your device (usually your phone). Theyre easy to createyou dont need to do anything, your device handles the details. Your passkeys are stored on your device and protected by either biometrics or PINs. Since passkeys are
generated key pairs instead of passwords, there's nothing to remember. If you are familiar with GPG keys, they're somewhat similar in that there's a public and private key; the website you want to log in to has a public key and sends it to your device. Your device compares that to the private key it has and you're signed in (or not if the keys don't
match). While passkeys aren't a radical departure, they're still an improvement by virtue of being a preinstalled tool for people who aren't going to read this article and immediately sign up to use one of the services below. If millions of people suddenly stop using 12345678 as a password, that's a win for security.Almost all of the apps we've suggested
here can store passkeys, which means you can store your passkeys right alongside your passwords. Our two favorites, Bitwarden and 1Password, can generate, save, store, and sync passkeys. You can even log in to Bitwarden using a passkey, which pretty much eliminates the need for a password at all. Once you have a passkey stored, it will
automatically sync to all your devices the same way Bitwarden and 1Password sync your passwords. When you return to that site, your password manager will log you in using the passkey you generated.Think of passkeys as credit cards next to the cash (passwords) in your wallet. It's possible that one day passkeys will work everywhere and there will
be no passwords, no password managers. In the mean time we think it's better to stick with a password manager, even if all you're doing with that manager is storing passkeys.Password Manager Perks (and Tips)AccordionIltemContainerButtonA good password manager stores, generates, and updates passwords for you with the press of a button. If
youre willing to spend a few dollars a month, a password manager can sync your passwords across all of your devices. Heres how they work.Only one password to remember: To access all of your passwords, you only have to remember one password. When you type that into the password manager, it unlocks the vault containing all of your actual
passwords. Only needing to remember one password is great, but it means theres a lot riding on that password. Make sure its a good one. If youre having trouble coming up with that one password to rule them all, check out our guide to better password security. You might also consider using the Diceware method for generating a strong master
password.Apps and extensions: Most password managers are full systems, rather than a single piece of software. They consist of apps or browser extensions for each of your devices (Windows, Mac, Android phones, iPhone, and tablets), which have tools to help you create secure passwords, safely store them, and evaluate the security of your existing
passwords. All that information is then sent to a central server where your passwords are encrypted, stored, and shared between devices.Fixing compromised passwords: While password managers can help you create more secure passwords and keep them safe from prying eyes, they cant protect your password if the website itself is breached. That
doesnt mean they dont help in this scenario though. All the cloud-based password managers we discuss offer tools to alert you to potentially compromised passwords. Password managers also make it easier to quickly change a compromised password and search through your credentials to ensure you didnt reuse any compromised passwords.You
should disable auto form-filling: Some password managers will automatically fill in and even submit web forms for you. This is super convenient, but for additional security, we suggest you disable this feature. Automatically filling forms in the browser has made password managers vulnerable to attacks in the past. For this reason, some, like
1Password, require you to opt into this feature. We suggest you do not.Dont panic about hacks: Software has bugs, even your password manager. The question is not what to do if it becomes known that your password manager has a flaw, but what you do when it becomes known that your password manager has a flaw. The answer is, first, dont panic.
Normally bugs are found, reported, and fixed before theyre exploited in the wild. Even if someone does manage to gain access to your password managers servers, you should still be fine. All of the services we list store only encrypted data, and none of them store your encryption key, meaning all an attacker gets from compromising their servers is
encrypted data.Bitwarden (Free)Bitwarden Premium ($10/year)Bitwarden Family ($40/year)Bitwarden (9/10, WIRED Recommends) is secure, open source, and free with no limits. The applications are polished and user-friendly, making the service the best choice for most users. Did I mention its open source? That means the code that powers
Bitwarden is freely available for anyone to inspect, seek out flaws, and fix. In theory, the more eyes on the code, the more airtight it becomes. Bitwarden was also audited for 2023 by a third party to ensure its secure. You can install it on a local server for easy self-hosting if you prefer to run your own cloud.There are apps for Android, iOS, Windows,
macOS, and Linux, as well as extensions for all major web browsers. Bitwarden also supports Windows Hello and Touch ID on its desktop apps for Windows and macOS, giving users the added security of those biometric authentication systems. The web interface (which I frequently use) recently underwent a redesign, which makes it much cleaner
and easier to use.Bitwarden supports passwordless authentication, meaning you can log in with a one-time code, biometric authentication, or a security key. Bitwarden also has excellent support for passkeys, including the ability to log into Bitwarden with a passkey, which means you don't need to use your username or password even to open your
vault. Theres also some extras, like a feature to securely share files (called Bitwarden Send), an authenticator app (paid only), and an extremely active and helpful community.I like Bitwardens semi-automated password fill-in tool. If you visit a site youve saved credentials for, Bitwardens browser icon shows the number of saved credentials from that
site. Click the icon, and it will ask which account you want to use and then automatically fill in the login form. This makes it easy to switch between usernames and avoid the pitfalls of autofill. If you simply must have your fully automated form-filling feature, Bitwarden supports that as well.Bitwarden offers paid upgrade accounts. The cheapest of the
bunch, Bitwarden Premium, is $10 per year. That gets you 1 GB of encrypted file storage and two-factor authentication with devices like YubiKey, FIDO U2F, and Duo, plus a password hygiene and vault health report. You also get priority customer support with a paid account.After signing up, download the app for Windows, macOS, Android, iOS, or
Linux. There are also browser extensions for Firefox, Chrome, Safari, Edge, Vivaldi, and Brave.1Password (Single, $36/Year)1Password (Family, $60/Year)What sets 1Password apart from the other options in this list is the number of extras it offers. Like other password managers, 1Password has apps for every major platform, including macOS, iOS,
Android, Windows, Linux, and ChromeOS. Theres even a command-line tool that will work anywhere. There are plug-ins for your favorite web browser, which makes it easy to generate and edit new passwords on the fly.I still find BitWarden to be a more economical choice for most people, but 1Password has some very nice features you won't find
elsewhere. If you frequently travel across national borders, youll appreciate my favorite perk: Travel Mode. This mode lets you delete any sensitive data from your devices before you travel and then restore it with a click after youve crossed a border. This prevents anyone, including law enforcement at international borders, from accessing your
complete password vault.It's worth noting that 1Password uses a combination of two keys to unlock your account: your password and an additional generated secret key. While that does add a layer of security that will protect against weak passwords, it also means part of what you need to unlock your passwords is something you did not create.
1Password does make sure you have this key as an item in your emergency kit, but I still prefer pairing a self-generated password with a Yubikey.In addition to being a password manager, 1Password can act as an authentication app like Google Authenticator. For added security, it creates a secret key to the encryption key it uses, meaning no one can
decrypt your passwords without that key. The downside is that if you lose this key, no one, not even 1Password, can decrypt your passwords. (This can be mitigated by setting up a custom group with the Recover Accounts permission.)1Password also offers tight integration with other mobile apps. Rather than copying and pasting passwords from your
password manager to other apps (which puts your password on the clipboard, at least for a moment), 1Password is integrated with many apps and can autofill. This is more noticeable on iOS, where inter-app communication is more restricted.After signing up, download the app for Windows, macOS, Android, iOS, Chrome OS, or Linux. There are also
browser extensions for Firefox, Chrome, Brave, and Edge.Dashlane (Single, $60/Year)Dashlane (Family, $90/Year)Dashlane offers most of what you'll find in our other picks. The company doesnt offer a desktop app, but I primarily use passwords in the web browser anyway, and Dashlane has add-ons for all the major browsers, along with iOS and
Android apps. If a desktop app is important to you, that omission is something to be aware of, but in my testing, it isn't a big deal. Dashlane uses the same AES 256-bit encryption in a zero-knowledge system, which means passwords are only ever decrypted on your device. Dashlane uses multifactor authentication if you want, via an authenticator app
or a hardware key like the Yubikey.Dashlane is considerably more expensive than Bitwarden or 1Password, but that extra money does get you some additional security features, like Site Breach Alerts, which let you know if any web services you use have leaked your data. Dashlane also actively monitors the darker corners of the web, looking for
leaked or stolen personal data, and it alerts you if your information has been compromised. There's even a Phishing Alert system that will stop you from entering credentials on a site with a spoofed URL. This last feature is incredibly useful if you happen to be setting up less tech-savvy relatives or friends with a password manager. Dashlane's phishing
protection can save them from themselves. Dashlane also offers a VPN through Hotspot Shield VPN. I have not tested the Dashlane integration, but in testing Hotspot Shield on its own, I've always found it too slow to recommend in my VPN guide.Setup and migration to Dashlane from another password manager is simple, and youll use a secret key to
encrypt your passwords, much like BitWardens setup process. In practice, Dashlane is very similar to the others on this list. Dashlane offers a 30-day free trial, so you can test it out before committing.After signing up, download the app for Android and iOS, and grab the browser extensions for Firefox, Chrome, and Edge.NordPass (Free)NordPass
(Premium, $80/Year)You might know Nord better for its VPN service, but the company also offers a password manager, NordPass, and a pretty nice online storage system, NordLocker. A part of the appeal of NordPass comes in bundling it with the company's other services for some compelling deals. As a password manager, NordPass offers
everything you need. It uses a zero-knowledge setup in which all data is encrypted on your device before its uploaded to the companys servers. Unlike most services here, NordPass uses XChaCha20 for encryption. It would require a deep dive into cryptography to get into the differences, but the short story is that it's just as secure and maybe slightly
faster.Theres also a personal information storage feature to keep your address, phone number, and other personal data safe and secure, but easy to access. NordPass also offers an emergency access feature, which allows you to grant another NordPass user emergency access to your vault. It works just like the same feature in 1Password, allowing
trusted friends or family to access your account if you cannot.Other nice features include support for two-factor authentication to sign in to your account, as well as security tools to evaluate the strength of your passwords and alert you if any of your data is compromised. Note that NordPass Premium is theoretically $3 a month, but there are always
sales that bring that much lower. The downside, and my one gripe about all Nord services, is that there is no monthly plan. As noted above, the best deal comes in combining NordPass, NordVPN, and NordLocker for a bundled deal.After signing up, download the app for Android and iOS, and grab the browser extensions for Firefox, Chrome, and
Edge.Want to retain more control over your data in the cloud? Sync your password vault yourself. The services below do not store any of your data on their servers. This means attackers have nothing to target. Instead of storing your passwords, these services use a local vault to store your data, and then you can sync that vault using a file-syncing
service like Dropbox, NextCloud, or Edward Snowdens recommended service, SpiderOak. There are two services to keep track of in this scenario, making it a little more complex. But if youre already using a file-syncing file service, this can be a good option.Enpass (Single, $24/Year)Enpass (Family, $48/Year)Enpass does not store any data on its
servers. Syncing is handled through third-party services. Enpass doesnt do the syncing, but it does offer apps on every platform. That means once you have syncing set up, it works just like any other service. And you dont have to worry about Enpass being hacked, because your data isnt on its servers. Enpass supports syncing through Dropbox,
Google Drive, OneDrive, iCloud, Box, Nextcloud, or any service using WebDAV. Alas, SpiderOak is not currently supported. You can also synchronize your data over a local WLAN or Wi-Fi network.All of the features you expect in a password manager are here, including auto-generating passwords, breach-monitoring, biometric login (for devices that
support it), auto-filling passwords, and options to store other types of data, like credit cards and identification data. Theres also a password audit feature to highlight any weak or duplicate passwords in your vault. One extra I particularly like is the ability to tag passwords for easier searching. Enpass also makes setting up the syncing through the
service of your choice very easy. Enpass recently added support for passkeys.Enpass is free to use on Windows, Mac, and Linux. The mobile version syncs up to 25 items in one vault for free. For more than that, youll want to sign up for the paid service.After signing up, download the app for Mac, Windows, Linux, Android, and iOS, and grab the
browser extensions for Chrome, Vivaldi, Edge, and Firefox.KeePassXC works like Enpass above. It stores your passwords in an encrypted digital vault that keeps you secure with a master password, a key file, or both. You sync that database file yourself using a file-syncing service. Once your file is in the cloud, you can access it on any device that has
a KeePassXC client. Like Bitwarden, KeePassXC is open source, which means its code can be and has been inspected for critical flaws. If youre an advanced user and comfortable handling your own issues and support, KeePassXC makes a great choice.The downside of KeePassXC is that it doesnt have official mobile clients. However, third-party apps
are available for iOS and Android.Download thedesktop appfor Windows, macOS, or Linux and create your vault. There are also extensions forFirefox,Edge, andChrome. The project does not offer apps for phones. Instead, it recommendsKeePass2AndroidorStrongbox for iPhone.Password managers are not a one-size-fits-all solution. Our top picks
cover most use cases and are the best choices for most people, but your needs may be different. Fortunately, there are plenty of good password managers out there. Here are some more weve tested and like.Keeper Password Manager ($35 Per Year for Unlimited): Keeper offers a variety of security-related tools, including a password manager. Keeper
works much like 1Password and others, storing only your encrypted data, and it offers two-factor authentication for logging in to your account. Like Dashlane, Keeper has a lot of extras, including dark-web monitoring, meaning it will check publicly posted data to make sure yours isnt available.RoboForm ($24 Per Year, $48 Per Year for a Five-User
Family Plan): RoboForm has most of the same features as the rest on this list, but it lacks some of the things that differentiate our top picks, like Bitwardens open source aspect and 1Passwords travel features. Ive been testing the free plan for a while and havent run into any problems. There are apps for every common platform, and its easy to use.
RoboForm recently completed an independent security audit and came out looking good.Pass (Free):Pass is a command-line wrapper around GPG (GNU Privacy Guard), which means it is only for the nerdiest users. It supports managing encrypted .gpg files in Git, and third-party mobile apps are available. Its not for everyone. For years, this was my
password manager of choice, but eventually, Bitwarden's ease of use won me over.LastPass ($3 Per Month): LastPass has had morebad security breachesthan any other service on this page, which led us to remove it from our top picks. Since then, the company has changed hands and appears to be better security-wise, which is good because many
people still use it. That said, there is nothing about LastPass that makes it a more compelling choice than Bitwarden, 1Password, or the others mentioned in this guide.The best and most secure cryptographic algorithms are all available via open source programming libraries. On the one hand, this is great, as any app can incorporate these ciphers and
keep your data safe. Unfortunately, any encryption is only as strong as its weakest link, and cryptography alone wont keep your passwords safe.This is what I test for: What are the weakest links? Is your master password sent to the server? Every password manager says it isnt, but if you watch network traffic while you enter a password, sometimes
you find, well, it is. I also dig into how mobile apps work: Do they, for example, leave your password store unlocked but require a PIN to get back in? Thats convenient, but it sacrifices too much security. No password manager is perfect, but the ones above represent the best Ive tested. Theyre as secure as they can be while remaining easy to use.
Each password management app we review undergoes functionality tests on multiple platforms. We ensure it can capture and replay credentials, store sensitive data in an encrypted vault, fill in web forms, and create new and unique passwords, among other things. See our password manager testing process for more details. To summarize, we prefer
products that include the following:A diverse selection of multi-factor authentication optionsCross-platform syncingA password generation policy that defaults to long, strong, unique passwordsHelpful features such as dark web monitoring, email alias creation, emergency access, password inheritance, password hygiene monitoring, and secure
credential sharingWe compare the app's price to similar products in the category and favor free or lower-priced apps. To hold companies accountable for their subscribers' trust in their products, we interview company representatives about the product annually. We also review the company's data security policies and public responses to past security
incidents.Which Password Managers Do Security Experts Recommend?Every cybersecurity expert we've consulted agrees that the best password manager is one that you will actually use. If you get annoyed or are baffled by a password manager, you may abandon it and go back to using sticky notes to store and share passwords or, worse, use the
same password for everything. If you get fed up with your current tool, check out our guide on switching to a new password manager.A company such as LastPass, with a well-known name in the password management space, has a much longer history than a relative newcomer like Proton Pass. That means there are more chances for reputational
damage due to security incidents. That's why each year we ask every company to tell us how they secure your data and to describe any security incidents that have affected customers and how they remedied the issue. Read this section of the review carefully, as it's a chance to learn more about the company's history and how it has responded to past
data breaches or security incidents. What Is the Best Password Manager for You?Check out our recommendations for password managers that may be best for specific use cases:Best Password Managers for Sharing PasswordsMany families and friend groups share credentials for financial apps or streaming services. Editors' Choice winner NordPass
recently updated the app's sharing options to make it easier to give and revoke access to credentials. Keeper also has a stellar password-sharing system that allows you to choose how to share the credentials and how long the recipient can access them. Best Business Password ManagersBusiness owners may appreciate Dashlane's extensive reporting
tools for administrators. Knowing about employee password hygiene is one of the first steps toward securing a workplace against outside threats. Keeper and NordPass have helpful business features, too. The Best Password Manager for Mobile Devices1Password recently updated its apps for Android and iOS, and now it's easier to sort your logins
into different categories and vaults. Another mobile app highlight comes from Proton Pass, which features clean-looking and intuitively designed app interfaces for Android and iOS. The Best Password Manager for macOS and WindowsEnpass has a totally free desktop app, making it an easy choice for people who primarily log into their accounts
using a Mac or a Windows PC. You can also sync up to 25 passwords to a mobile device for free. Withongoing data breach threats, it's wise to monitor who is holding onto your data and how they're securing it. We like that Enpass forces everyone to store their data locally on their devices or via a personal third-party cloud storage account. Is There a
100% Free Password Manager?We love all things complimentary, but you often get what you pay for with free password manager apps. Maintaining high-quality and effective security software free of charge is difficult without other revenue-generating products or features. That's probably why many companies have quietly adopted new restrictive
policies for their free password management tiers. Many of the top recommendations on this list do cost money, though you can use some for free if you accept their limitations. For example, some limit the number of passwords you can keep in your password manager vault. The free and capable apps from Bitwarden, Proton Pass, and LogMeOnce are
notable exceptions. We were particularly impressed by Proton Pass' email masking feature, which is something other companies usually reserve for paid accounts. Check out the list of the best free password managers to learn more about our recommendations.Well-known security companies such as Avira, McAfee, and Norton also have simple, free
password management apps. A password manager is usually included with a security suite subscription, so it's worth checking to see if you're already paying for one that you should set up and use.How Does a Password Manager Work?Most people use a password manager primarily to manage website credentials. In practice, when you log in to a
secure site, the password manager asks if you want it to save your username and password. When you return to that site, the password manager asks if you'd like it to fill in those credentials. If you have multiple logins for the same site, the password manager lists all the options so you can select the right one and log in. Most password managers also
have a browser toolbar menu of saved logins, so you can go straight to a saved site and log in automatically.Some products detect when you change one of your passwords and ask if it should update the existing one on file to the new one. Some record your credentials when you create a new account for a secure website. Another way password
managers help you with security is by identifying weak and duplicate passwordsand replacing them with strong, unique ones. Some password managers even check whether you have set up multi-factor authentication for those services that support it and whether your personal information appears in any data breaches. (Credit:
Bitwarden/PCMag)When you create a new account or update a weak password, don't strain your brain trying to develop a different password that is strong and unique. Let your password manager take care of it. Ensure your generated passwords are at least 20 characters long and include all the major character types: uppercase, lowercase, numbers,
and symbols.What Is A Passkey?Passkeys eliminate the need for an email address and password combination when logging into an app or website, making them a different way of securing your online accounts. We're saying different, and not better, because it's still too soon to tell whether passkeys are making a significant difference across the
cybercrime landscape. In theory, widespread passkey adoption should make it harder for criminals to steal your credentials and access your accounts since passkeys can't be stolen by hacking into a company's system. Many password managers we test let you store passkeys in their password vault.But, as one expert said, passkeys are no substitute
for healthy cybersecurity habits. "You have passkeys? That's fantastic. But if I can access your device, I can likely find a way around those passkeys," warned Trevor Hilligoss, vice president of SpyCloud Labs at SpyCloud, a cybersecurity company.Hilligoss said that criminals have already found ways to circumvent passkeys by exploiting flaws inherent
to the online authentication process.Cookie hijackingand using specialized malware-as-a-service tools make accessing accounts easy for a determined criminal. Still, some protection is better than none at all. 1Password offers an updated list of websites that support passkeys.What Makes a Password Manager Good?Password managers keep you safe,
and they're convenient. With a password manager, you don't have to remember a complex and unique password for each account. A password management app helps you generate new, random passwords, stores them for you, and can even help you pass on your passwords to your loved ones after you die. When you sign up for a password manager,
one of the first things to do is create a master password for your account. Your master password is used to encrypt the contents of your password vault, so you should make it difficult for anyone else to guess it. However, it can't be so random that you can't remember it. Your master password is likely unrecoverable if you do. Read PCMag's tips for
creating secure, complicated passwords. One technique you might want to consider is to forgo simple passwords in favor of more complex passphrases. Some password managers eliminate the need for a master password by offering a passwordless entry to your desktop or mobile vault. That means you can log in using a QR code with a third-party
authenticator app, biometrics, a magic link, or a one-time password.You should also set up multi-factor authentication to secure your password manager account via biometrics, SMS, or time-based one-time passwords (TOTP) stored in an authenticator app. The best password managers support authentication via U2F or OTP-based hardware security
keys, most of which are about the size of an actual key and can fit on your key ring.Before you commit to any password manager, you should ensure it works on each device you use and doesn't prevent you from syncing your passwords across all your devices. In the past, most companies offered desktop password management apps for macOS,
Windows, and even Linux, but most apps on this list exist as browser or mobile-first applications.Which Password Manager Features Are Important? Password management goes beyond creating and storing unique passwords for your online accounts. The best password managers will include other features, like the ones listed below, that are designed
to make working and interacting online a little easier and a lot safer.Auto-filling CapabilitiesMost password managers can fill in personal data on web forms, such as your first and last name, email address, phone number, bank cards, passport numbers, and more. We test each app's ability to fill in this data on different websites, noting which apps fill
in all of the designated forms. Some password management browser extensions work as expected on one browser but can't fill forms in a different browser. For example, after Google began including its password manager in Chrome, many third-party password managers could not function within that browser. Currently, most of the password
managers on this list can fill in passwords on all supported browsers, but you may need to visit the app's Settings menu to tweak the auto-filling options.If you want to auto-fill passwords for your desktop applications, you'll need a password manager that offers a desktop app. Enpass offers a desktop app that can also capture and fill in credentials for



desktop applications. If you're using a Mac with macOS Sequoia installed, you can fill and store desktop app passwords using the new Apple Passwords app. B2B ServicesSome password management companies also offer versions of their products for businesses and teams. These products usually emphasize multi-factor authentication and offer single
sign-on and advanced credential-sharing capabilities between team members. The best password managers let administrators see which employees use weak, reused, or compromised passwords for their work accounts.Credential SharingWe really don't condone sharing every password with everyone, but understand that sometimes you need to share
passwords under special circumstances, like a family streaming service account. Most apps include a built-in mechanism for securely sharing passwords with others, but some go further with advanced permissions. For instance, a few password managers allow you to share a login without making the password visible, revoke sharing, or make the
recipient a co-owner. Customer Support OptionsWhen looking for a new password management app, consider the company's subscription cancellation policy and how easy it is to delete your accounts. We recommend looking for companies that offer subscription refunds, generous premium trial periods, and easy, one-click account deletion. You'll also
want to use a service that allows you to talk to a human when encountering a problem with the app. Many companies are going the self-service route to customer service, expecting customers to troubleshoot their tech problems using Al-enhanced chatbots or an FAQ on a website. We recommend seeking password manager app subscriptions that
include live, human chat, or phone support. At a minimum, a company should offer 24/7 email support for paying subscribers. We include a section in the password manager reviews that focuses on each company's support options and how easy it is to cancel subscriptions.What Are Premium Password Manager Features? The best password managers
offer more than simple credential storage. If you want more value with your monthly or yearly subscription, look for apps that offer high-quality privacy or security features like the options below.Anonymous EmailsEmail masking is an especially useful feature for cutting back on spam in your inbox and protecting your privacy. Some password
managers, like Proton Pass, allow you to generate a new, fake email address to log in to websites. You can also create an inbox for the address so you can quickly reply to emails anonymously. This feature is helpful if you're shopping online and don't want to give away your real email address to a company.VPN AccessRunning your secure connections
through a virtual private network, orVPN, adds a layer of protection. Dashlane includes a simple built-in VPN. NordPass comes from the same company behind NordVPN. A Proton Unlimited subscription gets you access to the top-rated Proton VPN.Encrypted Cloud StorageSecure storage is also an increasingly common feature among password

managers. Allocating storage space wont replace the need for a dedicatedcloud storage and syncing service, but in many cases, its enough tostore important documents in an encrypted state.
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